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Why We wrote this book
ThinTech, Specialists in the Delivery and Support of
Virtual Desktop, have, to date, delivered over
100,000 desktops for some of the largest blue chip
companies in the UK. We are proud of our
achievements and we know the benefits that virtual
desktops bring to any size of company. Through our
hard work and expertise, local authorities have
realised Big Savings.
Here are just a few examples of how ThinTech is
changing the face of the industry by providing
companies with real solutions that transform the
user/employee experience in a real and tangible way.
http://www.cbronline.com/news/enterpriseit/software/kent-councils-on-course-to-save-27msharing-services-4330097 or
https://www.citrix.com/customers/medway-councilen.html or
http://www.computerweekly.com/news/224022580
9/East-Kent-Services-deploys-Citrix-virtual-desktop
The point here is not to brag, but to emphasise how
Desktop Virtualisation can transform any business,
returning huge savings, but, only if it's done right. In
this guide, we would like to share with you the
building blocks you need to successfully implement
real solutions. You won't get this information from
any vendor; this is all based on our own experiences
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as experts within ThinTech, where we are
transforming businesses and helping them realise
huge savings.
HOW TO USE THIS BOOK
This book is geared toward both the non-IT Business
and the IT Business decision makers and leaders.
Because of this, there will be brief definitions in the
text of important concepts and a more thorough
Glossary at the end if you need to know more.
An * next to a defined process will signify the
following statement:
This is a process that can be easily found
online for various expertise levels. Because
readers of this book could possess various
levels of expertise in virtualisation, rather
than describing the process or in some cases
over-describing the process, we will place an
* next to the process and allow you to Google
the process for clear step by step instructions
to meet your needs.
Throughout the book, we will be mentioning specific
applications by name. We have no connection to
these products and this is not intended to be a
promotion. It is merely a statement of what we have
found to work best and since our goal is that this
book is extremely helpful to you, we are mentioning
applications that we would personally recommend
because we use them ourselves and know they work
well.

6 of 67
Before we start, we have a simple
mission statement:
"We aim to ensure every organisation is
delighted with its virtual IT experience"
Let us show you how we do it!
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Understanding Desktop
Virtualisation
Each vendor has its way to describe desktop
virtualisation solutions:


Citrix with their Flexcast Model, which
currently has five different models available.

Then you have:


VMWare calling their products the same as
Citrix (Workspace)

And then you have:


Quest and you have Teradici and 2X.

All with their own marketing spin. It's too much!
Poor Customer is overloaded with choice!
Smart business owners know that too much choice
can actually destroy efficiency and make it
impossible to understand which is the right solution.
Our goal is to strip away all of the fancy marketing
gimmicks and differentiators, so that you understand
what you need and why you need it if you want a
successful virtual desktop solution.
So let's talk for a moment in simple terms about
what you really need to know.
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Virtual Desktop really only fits into these four boxes,
no matter what vendor you are considering:
1. Desktop delivery options: Virtual
Desktop {VDI} and Server Session
Desktop a.k.a. Server-based Computing
{SBC})
2. Application delivery (within the virtual
desktop)
3. Offline access
4. User personalisation: Ensuring user
profiles work across all solutions.
In this diagram, you will see a visualisation of these
4 boxes.
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Desktop Delivery Options
The following describes the use cases for the
different desktops types to choose from based on our
experience and industry standards:
Server Session Desktop (SBC)

A Server Session Desktop is typically Windows
Server 2008 R2 running Citrix XenApp where many
users log on to the same box, but their windows
appears to be the same as Windows 7, after a bit of
tweaking.
In a large corporation with many employees who
perform a very similar function that requires no
significant customization (Call centre, Data
processing, solely working with shared online
applications, etc.), this would be the ideal set up. It is
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basically one profile duplicated as many times as
needed and customised only by the job role; not the
individual.
This solution works well when the
employee/user:


Needs no Administration access rights
(ability to work behind the user interface)

 Has been assigned job specific applications
with no need to install ones unique to that
individual.
 May, for business needs, need to be able to
work from any device - If hardware fails, you
just move the use to a new station.
 May need remote access (when out of office
or from varying locations onsite)
 Needs a desktop that is Highly Available
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Virtual PC Desktop

A virtual PC is where you install the "flavour" of
Windows on some form of Hypervisor, a hardware
or software that creates and runs your virtual
desktops. From the hypervisor you would duplicate
the created profiles many times, so that each user has
their own full-blown copy of Windows to work from
and the user/employee can install and uninstall,
going “behind the scenes” if needed.
It can be deployed as a:


Pooled desktop where each employee/user
shares the same desktop(s) or
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Private Desktop where you give each
employee/user their own private desktop to
suit their needs. In this option that private
desktop may be company-owned or an
employee/user owned device on which they
access their Virtual desktop.

This solution works well for employees/users who
could work on a server session desktop as
described in the preceding section, except
 They have unique application requirements
or
 They require full admins rights or
 They need loads of RAM(memory)
If we are honest with ourselves here, within the
typical company, nearly all of employees/users can
work quite well in a Server Session Desktop
providing it performs.
From experience we know that over 95% of users
will sit quite happily in the Server Session Desktop
and remaining 5% (usually IT Departments and
really High end Cad\Cam Users) would use VDI (the
more personalised solution).
What does this mean?
All employees/users in an organisation will
undoubtedly fall into one of these two categories.
They either need a very specific access that is same
for all in their job role or they are that 5% who need
more specialised capabilities. This means that it is
now possible to virtualise 100% of your desktop
estate into your datacentre, which opens up a number
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of performance improvements and allows you to
look at desktop virtualisation as strategic solution. It
allows you to introduce services like BYOD (bring
your own device) and simplifies LAN (local area
network) infrastructure because each desktop only
needs around 100Kb\sec bandwidth when using
Citrix. No more data lost in the event of hardware
failure.
No
more
concern
about
what
employees/users are installing on their work
computers or what may be distracting them from
their job role. Everything is efficiently managed in a
virtual environment.
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Securing your core
infrastructure in a BYOD
work environment
BYOD, like the many other acronyms that start with
“BYO”, means, “bring your own device”. So, in a
BYOD environment, each of your employees/users
is accessing their virtual desktop on their own
technology. This can be a scary proposition for
businesses for whom the safety and security of
sensitive data is top priority.
If any authorised device can access your network,
you must know that you have the proper safeguards
in place to prevent a device filled with malware,
worms, trojans and viruses for compromising your
sensitive infrastructure. Your core must be on
absolute lockdown to maintain integrity in this
environment. It is highly recommended that you are
only allowing access to services via some security
device and we prefer the Citrix Netscaler.
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If the only mechanism to access your virtual desktop
estate is via a fully FIPS-compliant SSL (security)
relay like Netscaler, then you can rest assured that
the core of your infrastructure is secure. Users can
turn up with virus-\trojan- ridden devices, but they
won't get past the Netscalers. When you implement
BYOD, you can essentially say, "Bring what you like
to work, because I know our important information
is safe."
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Managing Profiles in a
Citrix Environment
Managing Microsoft Windows Profiles is one of
those subjects that is really close to our hearts
because it’s our passion. We design tools to make
virtual environments work like they should. And we
understand that it is always an underestimated issue
that affects virtual desktops in a big way. In this
chapter, we will be covering what a profile is, what
are the different types of profiles, profile
management solutions and best practices so that you
can successful set up your virtual desktop
environment. Along with this, we will be explaining
how we handle profiles. This will give you a fresh
perspective on profiles as a whole and we believe
you will find it very useful.

What is a profile?
A windows profile stores the user’s personal desktop
and application settings, which will consist of a copy
of the user’s registry settings, application data
settings, personal files and Junk, in fact, loads of
junk. Over 90% of the data stored in the users profile
is made up of unnecessary temporary junk like
temporary Internet Files.
The Windows profile ensures that the user’s personal
settings are retained at log off and re-applied at that
user's next logon. Without a Windows profile the
user would need to set up all their applications at
each logon, lose any files saved in the profile as well
as any bookmarks, saved passwords in IE (internet
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Explorer) etc. Basically without Windows Profiles,
life would be much harder for the user, which means
significantly reduced productivity.
With just that basic information we can get a little bit
of insight into some of the problems we can
experience with profiles.

What is the problem?
If you are reading this from a personal laptop, you
are probably wondering what all the fuss is about.
You logon each time and all your settings are
retained and you have nothing to worry about right?
Now, imagine you buy a new laptop and you want to
transfer all your settings from your old laptop to your
new one, how do you do it? Well the text book
answer is to use Microsoft Roaming profiles which
stores your settings on a network share so when you
log on to your new laptop all your settings come
across; simple yes? Not so fast.
What if you run Windows XP now and your new
laptop is Windows 10? Will your old XP setting
work on your new Windows 10 laptop? The answer
is “no”. What if you wanted to use your Windows XP
machine sometimes? Would you be able to carry
your 10 profile back over to the old computer? Still,
“no”. To complicate things even further, what if you
needed to be logged on to both laptops at the same
time and you want your profiles synchronised? Good
luck with that.
And that's not all. Given the fact that with Roaming,
profiles work on a last-out-wins scenario, whereby
the last machine to log off writes its settings to the
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network share; you will lose changes. Also what
happens if you log off both machines at the same
time? And there is the 32bit\64 bit operating system
consideration because the registry structures differ?
These are all things we need to consider on any
virtual desktop project because this scenario is real
and in our world this is, in fact, the norm.
In the virtual desktop world, there is no such thing as
a one shoe fits all, so we have to build numerous
systems to cover the different use needs and typically
that will include hosted desktops with Window
Server 2008 R2\2012 R2 along with Published
applications running on various Windows Server
platforms as well as VDI (virtual) Desktops, which
could be XP\7\8.1 & 10 and local desktops (non
VDI) which can also be any flavour of Windows and
you can be logged on all these at the same time.
Now you see the challenges we face and why. In
almost all Citrix solutions, we are asked to look at
profile problems. We have seen so much suffering
because of poorly implemented solutions with some
companies experiencing hundreds of corrupt profiles
a day and their poor helpdesks have been overloaded
because the problems were not understood. Who do
you think gets the blame? Citrix…
To understand the how we overcome these issues you
first need to understand the basics about profiles, so
let’s begin discussing just that.
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What are the types of user
profiles?
There are five types of Windows Profiles types, each
with their merits and limitations:
 Local
 Roaming
 Mandatory
 Roaming Mandatory
 Hybrid
Local Profiles
What is it? A Microsoft Local Profile is a solution
in which your profile is stored on your hard drive
locally on the machine you use. It is unique to that
machine and if you log on to another machine you
will have a separate profile for each machine. There
is no synchronisation and any settings or files saved
in each profile will be private to each machine.
Advantages? Local profiles are quick and typically
reliable, making this an acceptable solution in simple
work environments. You don't have to copy or store
the profile.
Drawbacks? Local profiles are not typically backed
up, so if something happens to your hard drive, your
profile, favourites, settings, everything, is gone.
Improving user experience. If a user has
information of any importance on the computer, it
must be backed up.

20 of 67

Roaming Profiles
What is it? A Microsoft Roaming Profile is where
you take your Windows profile and store it on a
network share, not the local machine (though it can
be cached).
Advantages? They allow you to log on to different
machines
and
retain
your
settings.
Drawbacks? Where do I start? Roaming profiles
only really work if you only ever logon to machines
that were built identically and are of the same
operating systems and you only ever logon to one
machine at the same time; otherwise you will have
problems.
Out of the box, a Roaming Windows profile can get
very big pretty quickly and in the hosted desktop
world running Citrix and RDSH you will want to
delete the locally cached (stored) profiles at log off
otherwise you will run out of disk space and you can
hit the limits of the system registry. Imagine you are
providing hosted desktops to say 500 users and have
built a pool of load balanced servers to service these
users, each server may take between 30-50 user
sessions and whilst they are logged on their Roaming
Profile is cached on the server they connected to.
When they log off, their locally cached profile will
need to be deleted otherwise you will eventually end
up with all 500 users profiles cached on each server
and you will most likely run out of disk space, now
imagine you are providing desktops to say 2,000. To
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add more complexities to this issue, locally cached
profile settings take precedence over setting stored
on the network share, which also causes problems
with lost settings and an inconsistent experience.
You have to delete profiles at logoff!
So here is your first problem with Roaming Profiles;
they are slow, because they have to load your whole
profile every time you log on and they will get slower
and slower the longer you use them because they will
bloat and it’s not unusual for these to get over 1GB
in size.
The second challenge with Roaming Profiles is that
they assume you will only ever be logged to one
machine at a time because settings are saved at log
off and it will overwrite whatever was there before
so if you are logged on to more than one machine you
will lose settings because whatever you saved on one
session will be overwritten by the last logoff. In a
modern collaborative work environment in which for
one reason or another, you may be working on
various devices throughout a workspace, this is just
not practical.
The third challenge with Roaming profiles are that
they are specific to the operating system they were
created on. So, for example, you cannot use a
Windows 32 bit version Windows 7 Profile on a
Windows Server 2008 R2 session host. Rather you
will have to have separate profiles, which will just
confuse most users/employees. They are not going to
understand these limitations because this is not their
area of expertise.
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And the fourth common challenge is what we call the
double log off jeopardy. This is where you get two or
more sessions trying to log off at the same time and
both try to write to their profile on the same network
share at the same time and the end result, in most
cases, is a corrupt profile which needs to be restored
or deleted. You might think this is rare but it isn’t, if
you're an organisation of any size, you will typically
have a large number of applications you need to
manage, the chances of you getting them all working
nicely together on one image is very rare, so you silo
applications out to distinct separate servers and this
can be a load issue or compatibility problem but most
sites have application silos. So in this instance, you
will be logged on more than once, [one] your virtual
desktop and [two], one or more published
applications. What’s going to happen when you log
off? The dreaded double logoff jeopardy.
Improving user experience: There are a few things
that you can do to a Roaming Profile to improve
things like limit size by deleting the profiles at log
off or redirecting elements to improve logon times,
etc. but these do not resolve all the other things
mentioned in the above section.
Be informed: Please, we cannot stress enough, if
you're using Citrix DO NOT use Roaming profiles
they were not designed to be used like this. Your
users/employees won’t be happy; your help desk will
be stressed dealing with these issues and Citrix will
get the blame. There are better solutions, so let's
discuss those now.
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Mandatory Profile
A Mandatory Profile is a read only profile where
nothing is saved at log off. What is the point you
might ask? Well loads! We actually are huge fans of
Mandatory Profiles. Here's why.
Advantages? You can do a lot with them and
because they are read only, they are impossible to
corrupt and they won’t bloat like Roaming Profiles
so logons are consistent.
How to set one up: First, set up a profile exactly how
you want it to be, including background colours, start
menu items, Background image, Proxy Settings,
pretty much anything, then flip it to a read only
profile by renaming the file: NTUSER.DAT to
NTUSER.MAN.* Windows detects that is now a
Mandatory profile and does save not anything at
logoff.
Recommended uses: It’s great for kiosks etc. or an
Internet Café. It allows users to perform actions like
surfing the web, accessing and updating shared
drives or internet-based databases, assuming the
appropriate programs are installed on the profile, but
beyond this they are useless, or are they...

Roaming Mandatory
A roaming Mandatory Profile is similar to a Roaming
Profile, but instead of providing each user with a
personal network location for their profile data,
everyone uses just the one, that is a read only
Mandatory Profile.
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Advantages: As previously stated, this profile will
be stripped of all junk, which can be as small as just
256KB in size, but can really add up and slow down
productivity. Also, you only create one master
profile that can be used at any compatible location.
How to set it up: The permissions will be modified
so all users have read only access and any
personalisation would have been removed. The best
way to do this is to simply copy the default user's
profile on a clean Windows build. You then set a
machine group policy to use this mandatory profile,
which will take precedence over any other profile
setting.
Improving user experience: How do we make this
usable on a larger scale? If it is read only, how do I
save my settings? The answer to most of this is
through redirection. I am not talking about the
limited redirection settings you get with Microsoft
Group Policies; no, no, no, I am talking about the
almost unlimited granular settings you can redirect
by manipulating the user Registry settings. The
Mandatory profile is simple. It's one file called
NTUSER.MAN and this file can be loaded in to
regedit* and you will see it is simply the HKCU
registry tree and from there we can manipulate pretty
much any personal settings, including My
Documents, Desktop, Start Menu, Application Data,
Cookies, History. You name it; it can be redirected.
(Well almost) The only thing that can't be redirected
is personal registry changes, which leads me nicely
on to my next subject.
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Hybrid Profiles
A Hybrid Profile is where some form of temporary
profile is used like a Mandatory or temporary local
profile and all user personalisation is stored
somewhere else like a network share or SQL
Database and settings are generally recorded at
logoff and replayed at logon through various means.
Most hybrid solutions are commercial products like
Appsense or Liquidware Labs, but there are some
free solutions out there like Citrix Profile Manager
(CPM), Microsoft UE-V and TPMM. Each of these
have their merits, but let's look more closely at two
that we would recommend as professionals with no
other connection to the company.
Appsense
Appsense is the daddy of all profile management
solutions without a shadow of doubt. As of
publication of this book, Appsense is the most
sophisticated profile management solution on the
market with virtual registry keys, all data stored in a
SQL database with the ability to roll back individual
application settings along with support for various
flavours of Office. It is very clever and highly
customisable. The only downside to Appsense is that
it is expensive and it can be complicated.
Citrix Profile Manager
Citrix Profile Manager is also very good and it is
simple to use, but the things we like about it are also
its downfall. CPM is really a Citrix only solution and
we come across many sites that have a hybrid fat
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client\Laptop Office 365 and Citrix user base,
meaning that this is not an option. Also since it
records most user settings, it will bloat in the long
run, just like Roaming profiles.
There is another option
If you can’t afford Appsense or are concerned that it
may be beyond your expertise if you are a non-IT
business professional, but you have a hybrid office
(as explained above), making the Citrix Profile
Manager not a viable option, then we have a solution
for you and it's free. It's called TPMM and it was
born out of the needs and demands of our clients and
many others for a solution that was easy to use and
versatile, without costing a small fortune. We
developed it in house and have tens of thousands of
happy end users on it.

What is TPMM?
TPMM is our methodology for managing profile and
it is not actually a product. TPMM stands for
ThinTech Profile Management Methodology, which
is really simple to use once you understand it.
The components that make up TPMM are standard
Microsoft tools, an INI file, a logon\logoff script and
a bit of know how.
How's it work?
TPMM works on a very simple model. We only
record the settings that we tell it to record, meaning
it is a managed profile solution that does not degrade
or bloat because we never record any junk.
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Why it's so revolutionary
It has taken us years to perfect this process and
through the ingenuity and determination of our
design teams, we have it down to a 256K profile for
logon and recorded settings are also measured in
mere kilobytes. Any redirection is hard-coded
directly into the mandatory profile. What does this
mean for the end user? An almost instant logon time.
TPMM is also completely agnostic to the operating
system because we only ever use system variables to
record settings meaning we can take settings from a
Windows XP machine and replay them on say a
Windows Server 2008 R2 hosted desktop and vice
versa. This comes in really handy when we do
desktop migrations for virtual desktop projects. We
worked on a project for a large legal firm where we
migrated from Windows XP to Windows 7 virtual
desktops and the goal was to have pain free
migration. We used TPMM to capture the users
settings and then replayed them at first log on
without a single change to their profiles. Then we
were able to mass roll out Windows 7 with hardly
any input from IT, reducing company human and
financial resource needs, employee downtime, etc. I
don't know about you, but that's success in our eyes.
Hot off the Press…
We have just released version 4 of our TPMM where
there is “no profile”. We have devised a solution that
negates the need for any profiles at all and replaces
the logon script with our own custom written
StubPath called TPMM.EXE, which now means we
can do away with the Mandatory Profile and provide
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a single solution that works across any desktop, on
any operating systems, which means for the first time
we can synchronise profile settings on a fat client PC,
which is a PC that is stand-alone and not dependant
on servers, and the opposite, virtual PC desktop. You
will recall that this was not possible with Citrix
Profile Manager.

The Future and Beyond
We are excited about TPMM because it was created
out of necessity and it has been a really useful tool
for us and our customers. Also, we love it because
the speed of logon really improves the users’ Citrix
experience.
We never stop innovating. We thought you might
also be interested in seeing a sneak peek at version 5
of TPMM, coming soon.
 We are looking to integrate TPMM with
Microsoft SQL Server, which means we
could support instant profile rollback on a
granular level
 We are working on a GUI front end (user
interface) to make the management even
more simple
 Office version migrations to copy setting
from earlier versions of Office
 Windows 10 profiles including Microsoft
Edge
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How to overcome
Performance Related
Citrix issues
How many times have you heard this?.... Citrix is
slow.
It has to be one of the biggest complaints I hear about
Citrix, slow logons, sluggish sessions with typing
delays, poor video and sound. This chapter is all
about performance considerations when using Citrix
along with some best practices to prevent steady state
related performance bottlenecks.
We have a design methodology that simply states
that performance can be guaranteed with good design
and it is really very simple; never share and never
over-allocate backend hardware resources.
Assuring this does not happen just requires a little
math and understanding the capacities of you
backend hardware resources.
To put this is layman’s terms, let’s consider for a
moment something that has probably happened to all
of us on the Internet. You are browsing on a device
that is at least a couple years old and you are trying
to stream a video using Flashplayer to watch a video
online. The device only has 8 gigs of RAM (the
memory used when you run applications). If
Flashplayer is attempting to use 12 Gigs of RAM and
you only have 8, what is going to happen to your
video and your device? Freezing, delayed response,
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application failure. The data is bottlenecking as an
oversized application is trying to force its
way through an 8-gig window.
You can liken this example to Citrix. Citrix needs
certain resources to run effectively and if those
resources are not sufficient, users will suffer. But it
does not have to be this way.
Providing you do your math right in your capacity
planning and you stick to the best practices covered
in this book, you can almost guarantee a fast desktop
that in many cases one that will outperform a local
PC. Try it…

What are the slowness causes?
There are so many things that can cause a Citrix
session to slow down, but the most obvious are
covered here. If you are not familiar with any of
these, don't worry. Each will be explained in the
following sections. Here are the primary causes:
 Lack of capacity planning
 Using shared resources
 Session Sharing
 Hypervisor Choices
 Not having any spare capacity
 Active Directory Domain considerations
 Network Bottlenecks
 File Server locations
 Profile Management
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 Too many startup processes
 Poor Anti-Virus settings
 Badly set HDX policies
 TCP Offload (under certain circumstances)
Let’s look at each item in isolation

How Capacity Planning can be a
game changer
There is no black art when it comes to Citrix
Capacity Planning; it is, in fact, very simple math. Of
course it does depend on what you are doing with
Citrix as the numbers will vary greatly, but we are
talking about the masses here. We won’t be covering
GPU or High end power users as they are less
common.
First a few golden rules:
1. Do not place end user sessions or desktops on
equipment that is shared with other systems
where you cannot ring-fence (protect) the
required resources, examples being a shared
SAN on VMWare.
2. Never use memory or CPU ballooning, which
creates a tug-of-war among users who are
trying to share a limited pool of resources.
3. Don’t bother splitting up the hard drives
unless they can be spread across different
dedicated LUNS (logical unit numbers of
storage), although ideally you won’t be using
a SAN (storage area network) for the Citrix
Desktop
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4. Make sure the File Servers, Print Servers and
user profiles are in the same subnet as the
Citrix servers, especially when using profile
redirection settings
5. Reduce the logon time to be as fast as can be
because the servers is under its greatest load
during logon\logoff
* Exceptions considered here are if you using
products like Atlantis ILIO or Nimble where disk
IOPS (input/output per second of a harddrive) are
measured in the hundreds of thousands.
Here are the magic numbers that you need to
remember:
When you apply these, you will get the performance
you seek in the virtual desktop environment.
SBC\XenApp Sessions (Desktop and App)
 2GB RAM per session server and 200MB for
each session
 No more than 14 users per CPU Core with
HT considered
 5 Disk IOPS per session
 100 IOPS during logon
 100 IOPS during Logoff
VDI\XenDesktop Desktop (Win 7 or above)
 2GB RAM per
 No more than 4 users per CPU Core with HT
considered
 25 Disk IOPS per session
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 200 IOPS during logon
 200 IOPS during Logoff
What does this all mean?
In order to make sense of this, we need to translate
this down to physical hardware and for the sake of
simplicity here we are going to take an average run
of the mill mid-range HP Server, say a DL380 Gen 9
with 2 x ten core 2Ghz processors, 128GB RAM with
an additional 4 x 1GB NIC along with 8 x 15K
300Gb SAS drives and 2GB Cache RAID
Controllers at the cost of around £6,500 What does
this give me?
 128GB RAM (Obvious)
 40 CPU (with Hyper Threading)
 1440 Disk IOPS in a RAID 1+0 setup
 1TB of usable local storage space
 16GB of network traffic at Full Duplex
What this all comes down to is how many
desktops\sessions can I run per physical servers?
Let’s work it out:
According to the bullets above, here is what you have
available in total
Memory

CPU Cores

Disk IOPS

128000.00

40

1440
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Now, let’s look at what you need:
First let’s look at the needs for SBC (server based
computing). Remember, these are your users whose
profiles are identical for a given role in your
organisation because they do not need admin rights,
etc. These sessions will need the following per SBC
session.
Memory

CPU Cores

Disk IOPS

200 MB

.08 Cores

5.00

Knowing how much resource each session will use,
gives you the (theoretical) max number of sessions
that this server can support. We say theoretical,
because at times you could be able to run more, but
this is where you run into the performance issues that
we are working to prevent.
If we need 200 MB, per SBC session then
1280000.00 / 200 = 640 sessions
Just based upon this, you can have 640 sessions
running on this server. But wait…
You need .08 CPU cores per session
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40 / .08 = 533.33 sessions
This is great. You can run 500+ SBC sessions on this
server. Unfortunately, this is where some who are
determining resource needs stop. However, we still
need to look at one final piece.
You need 5 Disk IOPS per session
1440 / 5 = 288 sessions
288 sessions is the actual max number that you
should attempt to run on the mid-range HP server in
this example. As you can see, Disk IOPS are our
biggest bottleneck, not CPU and Memory. In other
words, your Disk IOPS may limit the sessions that
the memory and CPU would otherwise be able to
handle.
So, If you’re running a XenApp\SBC\RDSH (serverbased) solution, we have found that the optimum
hardware configuration for each VM (virtual
machine) is 4 vCPU’s, 12GB RAM, 100GB HDD
with a single NIC (Network Interface Card) that is
part of multi-NIC bonded network of four NICs. On
this VM, you will comfortably get 35 users sessions
running concurrently and on each physical server of
the specification above will run up of eight of these
VM’s on the same server giving you a total of 280
sessions per HP Servers but for peace of mind we
recommend a 1/3 contingency, which really gives
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you 200 user session in mind. You never want to find
yourself at full capacity and need to leave room for
growth.
It is also important to remember that the greatest
strain on the server is during logon, during which the
resource usage can exceed capacity. This makes User
logon a critical metric that will also need to be
considered. In a typical corporate environment, the
start of workday is staggered by at least one half
hour. The mid-range server in this example may be
able to handle around 200+ sessions, but during
logon the IOPS needed increases from around 5 per
session to 100, reducing the server’s session capacity
to a measly 14. If all 200 users were trying to logon
at the same time, this would again create a massive
bottleneck, which would affect not only those trying
to log on, but those already on the server. Given the
fact that logging on should only require 2-3 minutes
ideally, it is highly unlikely that all 200 users would
be logging on at the same precise moment, but the
number of users logging on at any given time should
be a consideration when allocating servers among
users and if you are a manager it may additionally
affect how you schedule employee start times.
Your SBC sessions are the least taxing upon your
server resources. When we look at the average cost
of the server described in this example, you will be
paying £32.50 per user (cost of the server divided
by its capacity)
Now, let’s consider VDI, which you will recall is the
profile needed for someone who has more unique
needs and therefore requires more flexibility, great
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amounts of RAM to perform job duties. These are the
5% in most companies.
In the case of VDI, each user actually has a fullblown version of the operating system among other
potential application needs. You know without my
telling you that that will be using significant
resource. Let’s compare the two, shall we?

Desktop
Delivery
Method

RAM
Needed
per
session

CPU
IOPS per
Cores per session
Session

SBC

200 MB

.08

VDI

2048 MB 1
(2 Gigs)

5.00
25.00
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Again, here is our capacity on the server in this
example.
Memory

CPU Cores Disk IOPS

128000.00 40

1440

So again we apply some maths.
RAM -128000 / 2048 = 62.5 VDI sessions
CPU Cores - 40 / 1 = 40 = VDI sessions
IOPS - 1440 /25 = 57.6 VDI sessions
The max number of VDI sessions that we can
effectively run on this server is “theoretically” 57.6,
but as stated regarding SBC, from experience, we
always recommend a 1/3 contingency, which means
really 40 is a more appropriate max. This makes your
cost per user much higher at about £90 per user
(quite a difference).
To recap, 200 SBC sessions could run on this server
or 40 VDI sessions. A thrifty financial decision
maker within a company will, therefore, want to have
as many users as possible on SBC sessions.
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How to overcome
issues - Part 2
In this chapter, we will be discussing specific settings
and considerations that you will want to make to
effectively run your virtual environment. We would
encourage all reading this book, to review this
chapter, but as discussed because levels of
understanding may vary, this book is not outlining
processes for which you can more effectively find
online tutorials to match your expertise level if
needed. While we believe all readers will find very
useful information in this chapter, if some things are
beyond your level of comfort, it is recommended that
you consult with an IT expert regarding modifying
these settings.
Using shared resources
It goes without saying that, in order to guarantee a
fast desktop you need to be able to be in control of
your back end resources. So many times we see
customers who have invested heavily on great
equipment like NetApp FAS units or Dell
EqualLogic believing all of their storage related
issues would be resolved. The problem with these
types of shared resources is just that ---that they are
“shared”. If you are running the rest of your systems
off this shared storage like SQL, Exchange or file
sharing then you cannot guarantee the performance
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because your needs at any given moment will
fluctuate.
Look instead to utilise local storage for the desktop
provision, but keep the critical core services like the
controllers on the shared SAN, as these generally do
not affect the performance.

Hypervisor Choices
Choosing the right Hypervisor to run Citrix on is
very important. There are two levels of
virtualisations that we need to think about here, one
being the server operating system itself and the
second being the virtual desktop, so we are running
a virtual desktop on a virtual server. But as in any
environment in which multiple “systems” need to
communicate with one another, things can be lost in
translation, but about that later. The choice to
virtualise Citrix is an old debate today as hardware
performance has massively increased over the last
few years it makes so much sense to virtualise Citrix
today, though just a short time ago we would have
said we were dead against it.
There are only really three options when it comes to
choosing the virtualisation platform to run Citrix on:


VMware,



Hyper-V and



XenServer

Each of them have their merits, but, as a rule, we
always recommend that the platform of choice for
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virtual desktops should be Citrix XenServer over
VMWare and Hyper-V and the reason being is
simple. VMWare and Hyper-V lend themselves very
well for over allocation and both of them do very
well at achieving excellent consolidation ratios, but
if we are talking price, they will cost you. Citrix
XenServer utilises the Hyper Visor built in to modern
CPU’s using a technology called Para-Virtualisation
instead of the billions of line of code used with
VMWare and Hyper-V and oh, XenServer is free. If
it works just as well or even better, why not go with
the free one?

Session Sharing
When publishing applications with XenApp,
enabling Session Sharing means that every user will
only use one session, which will reduce the load on
the back end and improve the performance for the
users as they don’t need to open up multiple sessions.
Make sure all applications are available across all
servers using App-V where necessary and publish
every application with the same sessions settings, i.e.
colour depth and sound settings that way the user will
always launch applications on their current session
and not be logged on to multiple servers and they
won’t need to go through the whole logon process
every time they launch an application.
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Active Directory Domain
Some, who read this, will consider this very obvious,
but we have seen this some many times, that we
cannot fail to mention it here. Make sure Active
Directory Sites and Services is set up right with the
right subnets defined and that the subnet that your
Citrix servers are in are assigned to the right subnet
to ensure authentication is local and not left to a
random choice or worse still over a WAN connection
as this will slow down logons.*

Network Bottlenecks
The amount of bandwidth required for end user
Citrix users is very low, but on the backend the
servers will require ample bandwidth and here a few
guidelines we would advise you to stick to*:
 Use bonded networks for general network
traffic, ideally four NICS per server setup
with Active\Active LACP
 Separate the Provisioning Services on a
separate VLAN again in bonded LACP
Channels
 Ensure the Switch backplane has a minimum
of 32GB\Sec Throughput
 Use Layer 3 switches and use these switches
as the Gateway
 Use Citrix Netscalers for internal load
balancing
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File Server
There are a few things to consider with your file
servers with Citrix that could affect performance*:
 Make sure that the file servers that are being
used for Citrix Profiles and redirection are in
the same subnet as the Citrix Session servers
to ensure they don’t need to traverse a
gateway.
 Consider the amount of storage you need and
the IOPS per session especially when redirecting
 Use monitoring to keep an eye on disk queue
lengths and set up alerting if the queue
lengths go above 1.5 as that will significantly
affect performance
 When using DFS make sure the DFS servers
subnets are defined in Active Directory Sites
and Services. DFS (Distributed file system)
helps distribute resources more effectively in
cases of possible overload.

Reduce startup processes
This is just a basic rule that gets overlooked too
often. Eliminate all unnecessary startup processes
run when a user logs on:
 Delete everything in the All Users\Startup
Folder
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 Delete all entries in the registry key
HKLM\Software\Microsoft\Windows\Curre
ntVersion\Run

Configure Anti-Virus settings
Getting the Anti Virus settings wrong can severely
affect the speed of the Citrix servers. Follow these
rules to give an AV a fighting chance without killing
performance*:
 On-Access Scan set Only on writes
 Sensitivity set to Heuristic
 Scheduled Full Scans on Session Hosts
 I highly Recommended these exclusions are
set:
o \Windows\system32\spoolsv.exe
o \Windows\system32\csrss.exe
o \Windows\system32\winlogon.exe
o \Windows\system32\userinit.exe
o \Windows\system32\smss.exe
o \Program Files\Citrix\Group
Policy\Client-Side
Extension\CitrixCseEngine.exe
o \Program Files
(x86)\Citrix\System32\wfshell.exe
o \Program Files
(x86)\Citrix\system32\CpSvc.exe
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o \Program Files
(x86)\Citrix\System32\CtxSvcHost.e
xe
o \Program Files
(x86)\Citrix\system32\mfcom.exe
o \Program Files
(x86)\Citrix\System32\Citrix\Ima\Im
aSrv.exe
o \Program Files
(x86)\Citrix\System32\Citrix\Ima\IM
AAdvanceSrv.exe
o \Program Files
(x86)\Citrix\HealthMon\HCAService
.exe
o \Program Files
(x86)\Citrix\Streaming
Client\RadeSvc.exe
o \Program Files
(x86)\Citrix\Streaming
Client\RadeHlprSvc.exe
o \Program Files
(x86)\Citrix\XTE\bin\XTE.exe
o \Program Files\Citrix\Independent
Management
Architecture\RadeOffline.mdb
o %AppData%\ICAClient\Cache (if
using pass-through authentication)
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HDX policies
HDX (high definition experience) is a Citrix
technology that is a set of capabilities, working
together to provide a high definition user experience
in a virtual desktop setting. HDX policies can make
a large number Improvements that can really
improve the virtual desktop experience from
redirecting video and Flash to be rendered on the
local device for desktop like performance to USB
and Microphone optimizations as well as providing
additional tools for Microsoft Lync. There is no
better virtual desktop platform than Citrix if you are
looking to use Lync. Here are our recommended
general guidelines:
 Configure HDX MediaStream Flash
Redirection - HDX MediaStream Flash
Redirection, which allows you to move the
processing of most Adobe Flash content from
Internet Explorer on the server to LAN- and
WAN-connected users' Windows and Linux
devices.
 Configure Audio - You configure audio
through the Policies node of Citrix Studio and
You control the followings settings for the
audio features through the Citrix User Policy
settings:
o Audio Plug-n-Play (XenApp only)
o Audio quality
o Client audio redirection
o Client microphone redirection
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o Audio redirection bandwidth limit
o Audio redirection bandwidth limit
percentage
o Audio over UDP Real-time
Transport (XenDesktop only)
o Audio UDP Port Range
(XenDesktop only)
 Configure Video Conferencing with HDX
Real-time Webcam Video Compression
 Configure HDX Real-time to provide your
users with a complete desktop multimedia
conferencing feature.
 Configure HDX 3D - HDX 3D allows
graphics-heavy applications running on
XenApp to render on the server's graphics
processing unit (GPU). By moving DirectX,
Direct3D and Windows Presentation
Foundation (WPF) rendering to the server's
GPU
 Enable XenApp 6.5 OpenGL GPU Sharing
Feature Add-on - This feature add-on to
XenApp 6.5 enables graphics processing unit
(GPU) hardware rendering of OpenGL
applications in Remote Desktop sessions
 Assigning Priorities to Network Traffic With XenApp and XenDesktop, priorities are
assigned to network traffic across multiple
connections for a session with quality of
service (QoS)-supported routers.
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 Add Dynamic Windows Preview Support With the Dynamic Windows Preview feature
enabled, the following Windows Aero
preview options are available to XenApp
users with published applications:
o Taskbar Preview - In a single-monitor
configuration, when the cursor hovers
over a window's taskbar icon, an
image of that window appears above
the taskbar
o Windows Peek - When the cursor
hovers over a taskbar preview image,
a full-sized image of the window
appears on the screen
o Flip - When the user presses
ALT+TAB, small preview icons are
shown for each open window.
o Flip 3D - When the user presses
TAB+Windows logo key, large
images of the open windows cascade
across the screen.
 Configuring Read-Only Access to Mapped
Client Drives - With the Citrix User Policy
setting Read-only client drive access, you can
control whether users can copy files from
their virtual environments to their user
devices.
TCP Offload
Another rarer consideration are TOES cards. While
it is rare, it can be quite impactful, so we knew we
could not leave it out.
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Printing Issues in a
Citrix Environment
Printing in a Citrix environment can be difficult and
can cause numerous stability issues if it is not done
properly. Printer drivers run at the kernel level of the
Windows operating system and there are some really
badly written drivers out there especially around the
cheaper units whereby a lot of the printer functions
are software driven within the device driver. There is
one sure way to p**s off your user base and that is to
take away their ability to print. In this chapter we will
be taking a high level over of the options of printing
within Citrix and providing some guidelines from 18
years plus hands experience.

What is the issue?
Why printing is still an issue with Citrix solutions
today is almost a laughable. If you had been sitting
in an audience at Citrix iForum back in 2004, you
would have heard Citrix discussing Universal Printer
drivers in Presentation Server 4.0 proclaiming to
have forever solved “printing issues” in Citrix. In the
US this went down a storm with raptures of applause,
but in the UK they were met with stony silence. The
reason being, because, it is no joke. Printing has been
and will continue to be a problem for Citrix if it is
not thought through properly. There is no magic pill;
just a well thought out and implemented plan.
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The problem actually is not Citrix related. They, in
fact, have created some tools to make life easier. The
problem is a Microsoft issue. They like to design
back end systems on legacy IT solutions stemming
from the day that Bill Gates said “one day everyone
will have their own PC”. Well, those days
(thankfully) have long gone, certainly within the
corporate world where there is no such a thing as a
Personal Computer anymore. It’s all about user
customisation, which is stored in the user profile. In
the PC world, you have a desktop with applications
installed and maybe a roaming profile. But,
fundamentally, you used to use only one system at a
time and you connected to a print server and used
only a handful of printers. The device drivers were
pushed out from the Print Server and the IT dept.
didn’t need to think too hard about things. Then
suddenly Microsoft released Server Based
Computing (SBC) with Microsoft Terminal Services
and now things start to get difficult because [one], we
are now dealing with a different operating system
from the PC, which requires a different driver, [two]
because we are dealing with a system that at some
point in its life will have to cater for everyone in the
business that is ever going to use SBC system so now
every printer device driver that you’re ever likely to
need will have to be installed on every Terminal
Services server. Given that we said before that badly
written drivers will cause stability issues, this is
exactly what we see today. We have personally
witnessed customers with hundreds of drivers on
their Citrix servers and then they wonder why the
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print spooler keeps crashing. All it takes is for one
rouge driver to cause printing hell.

So what have Citrix done to
improve things?
Auto Printer Creation
Citrix has the ability to map local printers using a
policy, which they call Auto Printer Creation and
they have built their own universal print driver that
works on (most) printers for basic printing functions.
Using Auto Printer Creation in Citrix sounds like the
perfect way to manage Printing; Printers that are
installed locally on the device you come in from will
be available when you are using Citrix the traffic is
compressed up to a 10:1 ratio and rendering and
spooling is done on the client end. Sounds perfect,
doesn’t it? But it isn’t… First off, using Auto
Creation only really works if you use the inbuilt
Citrix universal Printer Driver (UPD) otherwise you
will have to install drivers for every make and model
of printers in to your Citrix master image which is
unrealistic. Using a universal driver will only give
basic functions so MFP functions will be lost.
Secondly, it assumes you’re coming in from a
Window machine with locally installed printers, so
rule out Auto Creation for environments with dumb
terminals or if there is BYOD (bring your own
device) initiative is in place.
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Golden Rules when using Auto Printer
Creation
1. Only ever use Auto Printer Creation with the
Citrix UPD; otherwise it will try install the
device driver for every printer is uses
otherwise it will fail. Set the policy to use
UPD only.
2. Only map through the clients default printer
as some users end up with lots of dead
printers on their system, especially if they
move around and Citrix will try to enumerate
all of them at log on which can really slow
down the logon process
3. Prevent any mapping of any form of image
writing printers including PDF printers and
Microsoft Office Image writers etc. One sure
way to crash your print spooler is to try and
print to an Auto Created PDF Printer that is
installed in the client’s local machine, which
is then mapped using Citrix UPD. It doesn’t
like it
4. Auto Printer Creation should not be relied
upon for the majority of the user as we
classify it as a best endeavour solution
because, from experience, if the Citrix
servers are under load printer mapping will
fail, also UPD is limiting for users of MFP
printers and if your following the advice
above they can only have one printer at a
time.
5. Auto Printer Creation has its place, but we
would only recommend it for small offices
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especially if there is no direct connection to
the print server from Citrix servers or for
home\remote users.

Session Based Printing
Session based printing is by far the most common
solution I still see today for managing printer in
Citrix. Session Based printing is simply where you
create a policy for every printer that you are likely to
connect to which then points to a Print Server[s].
These policies are typically applied to only certain
AD groups and if the user is in that group they will
get that printer. This can actually work quite well in
controlled environments but the administrators have
to be very careful in only adding printers that have
been validated on the Citrix HCL and they have been
fully tested on a UAT\DEV box to ensure the drivers
don’t crash your Citrix Servers.
Golden Rules when Using Session Based
Printers:
1. Try Match like for like the Print Server
operating system to the Citrix Session
servers. (I.e. for XenApp 7.6 environments
on Windows Server 2012 R2, make sure the
print server is the same) that way you can
ensure the driver on the print server will
install correctly on the Citrix servers
2. Install the Print Servers in the Same Data
Centre as the Citrix Servers otherwise printer
enumeration will slow down
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3. Try to install as few different makes and
model of printers as possible to reduce the
overall number of drivers.
4. If the printer manufactures supply a universal
driver for their printers use it. HP, for
example, provides a universal driver that
works on most HP printers. This will again
reduce the number of drivers needed.
5. Use PCL 6 driver where you can or fall back
to PostScript. PostScript can be less efficient
but I have found it to be overall reliable

Citrix Universal Print Server
Since the release of 7.6 of XenDesktop, Citrix have
introduced something called Universal Print Server
(UPS), which is simply an agent that you install on
your Printer Server and then in conjunction Session
Based Printing allows the use of Citrix Universal
Print Driver (UPD). This really is about the best we
ask for right now, as it gives us the ability to utilise
UPD for most users along with a print server and
gives us control with Session Based Printing. But it
is not perfect, I was disappointed see it does not
support Microsoft clustering, so if you are relying on
MS clustering for printing resilience UPS will not
work for you.
Golden Rules when Using Universal Print
Server:
1. Ensure your Print Server is resilient using
hypervisor tools like DRS and have a solid
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backup plan that allows for rapid recovery to
get around the clustering limitation
2. Use in conjunction with Session Based
Policies and only use native drivers as an
exception always try to use UPD only
3. Make sure that the Citrix Printing policies are
monitored and they are set to auto recover
4. Try it; Citrix UPS could save you a lot of
money negating the need for products like
UniPrint and ThinPrint.

When not to use Citrix Printing
Tools?
There are certain situations when a third party print
management solution is highly recommended. Here
are a few:
Follow Me Printing
We are seeing a much larger trend today with
customers considering or have embraced a Follow
Me Printing solution. From a Citrix perspective these
are great. We can forget about all of the complexities
above and you install two printers on your Citrix
Servers Colour Printer and Mono Printer and these
are installed as local printers that everyone see, so no
mapping no policies, nothing. Everyone see just
these two printers. The user prints, they select colour
or mono and they then walk up to any printer
connected to the solution and put in their code or scan
their ID badge and it prints to that particular printer.
The two systems that we have validated on Citrix are
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SafeCom and UniPrint. If Follow Me Printing is a
requirement for you then we would suggest you look
at buying a solution even though you can do a limited
version of a Follow Me Print solution based on IP
subnets it is clunky and requires you to have a
separate subnets for each area of breakdown and they
are simply nowhere near sophisticated as a purchased
solution.
Secure Printing
Again, if security is important to you, we would
recommend a solution like UniPrint whereby
documents are only released when users authenticate
their credentials on the printer by entering their
passwords, or tapping onto the vPad user
authentication device so no more documents end up
in the wrong hands.
Quality Printing
If you are a design company for example and you
have to colour match your print out to your screen
colours and quality of print is essentials avoid any
form of compression tools even if the print jobs are
massive. In these instance try to keep the print server
as close as possible to the printer to prevent
overloading the WAN and use Citrix XenDesktop
VDI for the users desktop and install the native
drivers directly on to the VM’s for the users of this
printing along with any colour matching tools.
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Summary
 Use Citrix Universal Print Server on 7.6
installations
 Protect your Print Server using reliable
backups and hypervisor tools
 Create session policies that use UPD only for
the majority of your users
 For the printers that don’t work with UPD,
use session based printing but test each driver
thoroughly and use PCL v6 drivers or
PostScript on the print servers
 Use Auto Printer Creation for remote users
through the access Gateway as a final catch
all
As stated at the beginning of this section, challenges
and printing go hand in hand with Citrix, so we
cannot guarantee a 100% trouble free printing
experience, but by following these rules you can
significantly improve the printing experience in a
virtual environment.
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What’s Next?
As we continue to look forward, the only thing we
know for certain is that change is inevitable.
There is still so much to learn and so many
innovations to look forward to in the virtual work
environment. We sincerely hope that you have found
this book very helpful as you seek to improve
productivity and user experience with Citrix. At
ThinTech, we embrace this change and never stop
looking for ways to improve user experience by
developing practical solutions that work and helping
you understand how to get the most out of your
virtual environment.
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Glossary
A
Access Gateway is a secure application access
solution that provides administrators granular
application-level control while empowering users
with access from anywhere.
AD

group (Active Directory Group) Active
Directory® is a directory service that stores
information about objects on a network and makes
this information available to users and network
administrators. A group, in this context, is a
collection of user and computer accounts
APP-V (Microsoft Application Virtualisation) (
formerly Softricity SoftGrid) is an application
virtualisation and application streaming solution from
Microsoft. It was originally developed by Softricity, a
company based in Boston, Massachusetts, acquired by
Microsoft on July 17, 2006.

B
BYOD (Bring your own device ) - also called bring
your own technology (BYOT), bring your own
phone (BYOP), and bring your own Personal
Computer (BYOPC)—refers to the policy of
permitting employees to bring personally owned
mobile devices (laptops, tablets, and smart phones) to
their workplace, and to use those devices to access
privileged company information and applications.
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C
Citrix HDX technology is a set of capabilities that
work together to deliver a high-definition user
experience of virtual desktops and applications to any
device over any network from the data centre.
D
DFS (Distributed file System) - is a set of client and
server services that allow an organisation using
Microsoft Windows servers to organise many
distributed SMB file shares into a distributed file
system. DFS provides location transparency and
redundancy to improve data availability in the face of
failure or heavy load by allowing shares in multiple
different locations to be logically grouped under one
folder, or DFS root.
DHCP (Dynamic Host Configuration Protocol) is a
client/server protocol that automatically provides an
Internet Protocol (IP) host with its IP address and
other related configuration information such as the
subnet mask and default gateway.
F
Front end -In software engineering, front end and
back end distinguish between the separation of ...
acquisition of special terminology and memorization
of commands, so a graphical user interface (GUI)
acts as a front end desktop environment instead.
G
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GRE (Generic Routing Encapsulation) - is a
tunnelling protocol developed by Cisco Systems that
can encapsulate a wide variety of network layer
protocols inside virtual point-to-point links over an
Internet Protocol network.
Group Policy is a feature of the Microsoft Windows
NT family of operating systems that controls the
working environment of user accounts and computer
accounts. Group Policy provides the centralised
management and configuration of operating systems,
applications, and users' settings in an Active
Directory environment. A version of Group Policy
called Local Group Policy ("LGPO" or "LocalGPO")
also allows Group Policy Object management on
standalone and non-domain computers.
GPU (graphics processing unit), also occasionally
called visual processing unit (VPU), is a specialised
electronic circuit designed to rapidly manipulate and
alter memory to accelerate the creation of images in a
frame buffer intended for output to a display.

H
HHD - In a personal computer, a hard disk drive
(HDD) is the mechanism that controls the positioning,
reading, and writing of the hard disk, which furnishes
the largest amount of data storage for the PC.
Hypervisor or virtual machine monitor (VMM) is a
piece of computer software, firmware or hardware
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that creates and runs virtual machines. A computer on
which a hypervisor is running one or more virtual
machines is defined as a host machine. Each virtual
machine is called a guest machine.
I
INI File - format is an informal standard for
configuration files for some platforms or software.
INI files are simple text files with a basic structure
composed of sections, properties, and values.
IOPS (Input/Output Operations Per Second,
pronounced eye-ops) is a common performance
measurement used to benchmark computer storage
devices like hard disk drives (HDD), solid state drives
(SSD), and storage area networks (SAN).
L
LUN - In computer storage, a logical unit number, or
LUN, is a number used to identify a logical unit, which
is a device addressed by the SCSI protocol or Storage
Area Network protocols which encapsulate SCSI, such
as Fibre Channel or iSCSI.
M
MFP (Multi-Function Product/ Printer/ Peripheral),
multi-functional, all-in-one (AIO), or MultiFunction Device (MFD), is an office machine which
incorporates the functionality of multiple devices in
one, so as to have a smaller footprint in a home or
small business setting (the SOHO market segment),
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or
to
provide
centralized
document
management/distribution/production in a largeoffice setting.
MTU (maximum transmission unit) - is the largest
size packet or frame, specified in octets (eight-bit
bytes) that can be sent in a packet- or frame-based
network such as the Internet. The Internet's
Transmission Control Protocol (TCP) uses the MTU to
determine the maximum size of each packet in any
transmission.
N
NIC (network interface card) - is a computer circuit
board or card that is installed in a computer so that it
can be connected to a network.
P
PostScript (PS) is a computer language for creating
vector graphics. It is a dynamically typed,
concatenative programming language and was
created at Adobe Systems by John Warnock, Charles
Geschke, Doug Brotz, Ed Taft and Bill Paxton in 19824
R
RAID controller - is a hardware device or software
program used to manage hard disk drives (HDDs) or
solid-state drives (SSDs) in a computer or storage
array so they work as a logical unit.
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RDSH (Remote Desktop Session Host) is a role in
Remote Desktop Services (RDS), or Terminal Services,
as it was known prior to Windows Server 2008 R2.
RDSH servers host Windows applications or desktops
that are accessed from remote users via a network
connection.
Regedit.exe. - The Microsoft Registry Editor
(regedit.exe) enables you to view, search for, and
change settings in your system registry, which
contains information about how your computer runs.
Registry Hives - A hive is a logical group of keys,
subkeys, and values in the registry that has a set of
supporting files containing backups of its data. Each
time a new user logs on to a computer, a new hive is
created for that user with a separate file for the user
profile. This is called the user profile hive.
Ring-fence- A protection-based transfer of assets
from one destination to another, usually through the
use of offshore accounting. A ring fence is meant to
protect the assets from inclusion in an investor's
calculable net worth or to lower tax consequences. Is
there another meaning?
S
SAN (storage area network) is a network, which
provides access to consolidated, block level data
storage. SANs are primarily used to enhance storage
devices, such as disk arrays, tape libraries, and
optical jukeboxes, accessible to servers so that the
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devices appear to the operating system as locally
attached devices.
SAS replaces the older Parallel SCSI (Small Computer
System Interface, pronounced "scuzzy") bus
technology that first appeared in the mid-1980s.
Serial Attached SCSI (SAS) - is a point-to-point serial
protocol that moves data to and from computer
storage devices such as hard drives and tape drives.
SMB (The Server Message Block) Protocol is a
network file sharing protocol, and as implemented in
Microsoft Windows is known as Microsoft SMB
Protocol. The set of message packets that defines a
particular version of the protocol is called a dialect.
The Common Internet File System (CIFS) Protocol is a
dialect of SMB.
SSL Certificates are small data files that digitally bind
a cryptographic key to an organization’s details.
When installed on a web server, it activates the
padlock and the https protocol (over port 443) and
allows secure connections from a web server to a
browser. Typically, SSL is used to secure credit card
transactions, data transfer and logins, and more
recently is becoming the norm when securing
browsing of social media sites
Subnet (subnetwork) - is a logical, visible
subdivision of an IP network. The practice of dividing
a network into two or more networks is called
subnetting. Computers that belong to a subnet are
addressed with a common, identical, most-significant
bit-group in their IP address.
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T
TCP (Transmission layer protocols) and UPD
(User Datagram Protocol) - are transfer layer
protocols, which specify a source and destination port
number in their segment headers. A port number is a
16-bit unsigned integer, thus ranging from 0 to 65535.
TCP offload engine or TOE is a technology used in
network interface cards (NIC) to offload processing of
the entire TCP/IP stack to the network controller.

U
UNC (Universal Naming Convention) A standard for
identifying servers, printers and other resources in a
network, which originated in the Unix community. A
UNC path uses double slashes or backslashes to
precede the name of the computer.
V
VDI (Virtual desktop infrastructure) is the practice
of hosting a desktop operating system within a virtual
machine (VM) running on a centralised server. VDI is
a variation on the client/server-computing model,
sometimes referred to as server-based computing.
VMware Inc coined the term.
VLAN (virtual local area network) - is any broadcast
domain that is partitioned and isolated in a computer
network. To subdivide a network into virtual LANs,
one configures a network switch or router.
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VMware DRS (Distributed Resource Scheduler) is a
utility that balances computing workloads with
available resources in a virtualized environment. The
utility is part of a virtualization suite called VMware
Infrastructure 3.

